Logintegrity: A conceptual approach towards enhancing the Integrity of log evidence
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INTRODUCTION Constraint Data Item (CDI)
Evidence Integrity is the backbone of any digital forensic process; and no doubt, This contains data that are subject to integrity; it includes creation time, date when an event
information stored in logs are treasured sources of such evidence in forensic examination.  occurred and also the details of the computer used comprising the list of users.

Given the significance of maintaining audit trails and log information in aiding the proving e Creation time: At this phase, a lookout will be made to identify the time when an event

and (or) disproving facts in any litigation, a digital forensic perspective underscores the occurred on the system, which also infers when event-related logs are generated.
need to secure and preserve adequately evidentiary log information for the purpose of e Logcontents: Thisimplies checking the information about the computer
admissibility. It should be understood that the admissibility of evidence solely depends on e User: This stage will involve identifying whether an authorized or unauthorized user got

the reliability and wholeness of such evidence, which defines its integrity. This theory
ensures that evidence acquired during investigation is not tampered with or
compromised consciously or unconsciously either by human actions, inactions, adoptive
procedures, or as a result of the tools used

accesstothe system.
e System used: This phase will involve identifying the type of computer used and
operating system installed and all other information about the system.

OBJECTIVES Stage 1 Stage 2 Stage 3
To'present a conceptual methodology for the independent preservation of Integrity on log Integrity Application => Integrity Verification => Integrity Validation
evidence.

RELATED WORKS

Audit logs refer to computing records and files that document program activities and . Stage 1 .
events such as data manipulation, user access, error logs, security measures and Internet (1) (2)

history. Any configured system or network accordingly should be capable of generating Log — Log — Log

logs of events; which collectively form fundamental sources for the forensic investigation Identification Preservation Collection
purposes, to ensure integrity. Such log documentations must be guaranteed not to be t Search & Find +| Imaging (Raw) e ——

tampered with; from the time of registration to the presentation of the final report in a | Digital Fingerprinting

a af A . A *P tion (Sub-ph
court Monteiro (2008). For the sake digital forensic procedures, log files serve as essential s

sources of information, which should be preserved; not only for reliability sake, but also
for authenticity in enabling lawful prosecutions in court (Accorsi, 2009).

Propositional rules for handling evidential logs as evidence include that; Log files must be (3)
preserved in a way that guarantees they cannot be damaged, lost or modified, evidence L y
must be obtained through the log files, and evidence must be prepared and documented
with the original log files as well as media it was store in (Cesserini, 2001). When
investigating on log files, the investigator must ensure that its Admissibility, Authenticity

{Hashing)

and reliability has been maintained throughout the examination. ptionfind:

Qualification
In order to aid and guide the enhancement of integrity in systems and of the data within; EV' . s _ fads I :
that could be potentially be used as evidence, several models have been developed for B 'Shmqu‘"me' : gy "
the digital and forensic community. These include; Bell-la-Padulla, Biba Model, Brewer- Crly one source of evidence thet s not | Somewnet unosrtain

protected against tarmpering.
The source(s) of evidence are nore| Possible
difficult to tamper with but there is not
enough evidence to suppot a fim
ocondusion or there are unexplained
inconsistencies in the available evidence.
Evidence is protected against tanmpering | Probable
or multiple, independent sources of
evidence agree but evidence is not

Nash Model, Lipner Matrix Model, Goguen Model, Sutherland Model and Clark-Wilson
model (Sonya, 2000; David, 2005; Nathan and Ishraq, 2004). Our work explores further the
Clark-Wilson model, which emphasizes the concept of Constrained Data Items (High CDI)
and Unconstrained Data Items (Low UDI). The model enforces integrity of digital data on
the basis of two principles; the principle of well performed transactions and principle of
separation of duties. These principles ensure that the original states of data are not
altered intentionally or otherwise. Hence, this is the most preferable model used
throughout this thesis because it contains rules that can be efficiently applied on digital
evidenceintegrity.

protected against tampering
METHODOLOGY Agreenent of evidence from multiple, | Aimost Certain
The model proposed is abstracted describes and explication of the preservation phase of S,f.':;ﬁ,d independent sources thet are protected
the forensic evidence methodology (Mark, 2002). This methodology is particularly 'Y aganst  tanpering.  However sl
suitable for the log integrity enforcement considered. This phase principally explains the Il uncertainties exist (e.g, temporal error,
activities of ensuring that potential digital evidence; log files in our case are adequately A data [oss).
secured and preserved from alteration. 1 05 The evidence is tanper proof and| Certain

uncuestionable.

Evidence Integrity Techniques
The techniques of evidence integrity consist of cyclic redundancy check, hashing, digital
signatures, time stamp, and watermark.

Evidence Integrity with reference to log files remain a property that cannot and
should not be traded for any other. Given that relevance is accorded to digital
evidence based upon its level of correctness, completeness and reliability, which

Transformation Procedures (TP), Integrity Verification Procedures (IVP), Constrained Data collective di‘;me Its.lfrT'f[eg.rlJ:y. |t_tml.‘5t be notjed;hat log f||t|e.eVIC|enCte. can ?:rl]y rfetaln its
Items (CDI) and Unconstrained Data Items (UDI). There are also rules governing the Name as evidence ITILS Integrity 15 assured. AS a result, Irrespective ot the torensic

integrity in Clark-Wilson Model, which includes C1, C2, C5, E1 and E4 that could be applied mves’.ugatlon methodology adopted, Integrity-consciousness is a point that must
remain ever green

Integrity Model
Clark-Wilson's integrity model comprises of several rules, procedures such as

throughout the study. However, it should be noted that this study does adopt in its
entirety, the Clark-Wilson's model, but just a part of it. The enforcement rules noted
above do not apply to our study appropriately. The enforcement of validity, separation of

duty, user identity and initiation do not conveniently fit into our study, thus have been Accorsi, R., (2009). Log data as digital evidence: what secure logging protocols have to offer. 2009 33" Annual IEEE international
excluded. computer software and applications conference, 1(3), pp.398-403.
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